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Swiss Cloud Day 2022

Clouds can Fly!

29th September 2022
Marco Kuendig, CTO

= Well-Architected Partner
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Agenda: Things to consider while starting to fly

Billing

Location

Start with Cloud Technologies

Deployment

Security

Networking

Optimization
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Things to consider: Billing

—

ChargeType
\

Billing

h Cloud
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Lay a solid Foundation with AWS Control Tower
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Management Account

AWS Control Tower

AWS Organizations

|
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AWS Single Sign-On
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Account Baseline

&l

Centralized AWS CloudTrail
and AWS Config logs

o,

Account Baseline
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Security
Cross-account rules

-

Amazon CloudWatch
Aggregator

=V

Security
Notifications

! I 1 l
AWS CloudFormation AWS Service Catalog AWS SSO
Stacksets (Account Factory) Consi0U Qustorm:Ol Directory
[ ] . - ¢ o s B
Log Archive Account Audit Account Provisioned accounts
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Account Baseline
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Network Baseline
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Things to consider: Networking

Network Zones

Internet Internet Access

DirectConnect Proxies/Firewalls

AWS Network Access CloudNative
S2S VPN

Network

Start with Cloud

ClientVPN
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Networking inside AWS
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Networking outside AWS

Administrative accounts (logging, AWS Organizations, billing, landing zone)
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Things to consider: Security / Authentication

User Directory
Two Factor

Identity

Security
Authentication

Start with Cloud

BreakGlass RootAccount



Security Account
Secwf%oling %

Permissions Organization .

account ;
trail AWS Certificate Amazon Inspector

.
AWS Artifact AWS Audit Manager AWS Config Amazon EventBridge
aggregator
{0\0?
Amazon GuardDuty AWS Security Hub AWS Firewall Manager AWS Lambda

(response)
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—— Amazon Macie Amazon Detective AWS KMS
Access Analyzer
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Things to consider: Location / Compliance

Location BackupRegion
Start with Cloud

Hybrid

MultiRegion
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Cross Account and Cross-Region Backup

‘ AWS Organizations

Account A — Production Account

&

|IAM Role
(AWS Backup)

e

1AM Role
(AWS Lambda)

)

— @

AWS Backup Vault AWS KMS — CMK
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Amazon Event Bridge

Region — A
/ =\
. — @ —
AWS
CloudFormation Amazon RDS AWS KMS - CMK AWS Backup AWS Backup Vault AWS KMS - CMK
IAM Role Amazon Event Bridge
(AWS Backup)
Account B — Central Backup Account
Region —A

Amazon Lambda

Region - B

)

— @

AWS Backup Vault AWS KMS - CMK
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Things to consider: Deployment / Automation

Start with Cloud

\ Manual

Deployment Automated CICD

Best-of-Bread

AWS Toolset
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AWS CICD Tools & Services

=

(_é’_) AWS CodePipeline

AWS Service Catalog

(AWS CDK)

AWS CloudFormation

AWS Well-Architected Tool

K
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AWS CodeCommit
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AWS CodeArtifact 4

AWS CodeBuild

Gon

AWS OpsWorks

‘
AWS CodeBuild

A, Ad
Control T
ontrol Tower =N
§ =772
AWS Cloud Development Kit @U AWS CodeDeploy

Amazon CloudWatch

AWS Cloud9

AWS Tools
and SDKs
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Automation, Cl/CD and Serverless
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Cl/CD Infrastructure as Code Serverless Application

Consulting, Design, Engineering, Development, Training & Review
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Things to consider: Application hosting

Container

Serverless

Do-it-yourself

Application

Start with Cloud :
Hosting

Database
Managed

Queuing

Messaging
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An Applicati AWS
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AWS Backup : Availability Zone : : Availability Zone : AWS S3
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AWS Cloudwatch AWS IAM
a B we e
AWS Guard Duty Systems 17

User Route 53 CloudFront manager



Also to consider, while in Operation

Start with Cloud

Optimization Day?2

Patching

Performance

Availability Monitoring

Alerting

Tracing

Scheduled SavingPlans

=/

COP=BIT

18



Summary: All Things Considered

Invoices
User Directory SPP
User )
Two Factor CreditCard
ChargeType
Identity gelyp
Security
Authentication .
Admin Billing
Network
BreakGlass RootAccount
Internet
Proxies/Fi
Internet CloudNative

AWS Network Access Mo

DirectConnect

Performance
Optimization

Availability
S2S VPN

ClientVPN Scheduled Cost

SavingPlans

Type

Start with Cloud

New Build

Migration

Location

Hosting

Application

Patching

Backup

Monitoring

Alerting

Tracing

DataRegion

BackupRegion

Hybrid

MultiRegion

Compute

Database

Queuing

Messaging
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VM

Container

Serverless

Do-it-yourself

Managed
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How we work to help you fly!

Contact us: Booth G1, Website, Email
Discovery Meeting 1-2 Hours
Assessment Phase

Architecture/Design
Implementation ™

Migration ¥
GolLive o

Quote/Proposal L}J‘\ |
Migration/MAP/POA Funding from AWS, if eligible g 4 "
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Free Training Offer

14th October: General Overview

26th October: ControlTower Overview
4th November: Networking

24th November: Serverless
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Register here: https://www.copebit.ch/en/aws/swiss-cloud-day-2022/
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Thank you!

Contact us: info@copebit.ch



Please complete
the'session survey
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